
IT4723 Module 4 – Criminal Law/Cybercrime/Emerging Technologies
After reading this chapter, you should understand the nature of criminal law, why it is important to business, and the potential consequences of committing criminal acts. You will become familiar with white-collar crimes, blue-collar crimes, and crimes committed by businesses. You will also learn about the constitutional protections afforded to those accused of committing a crime, and the purpose of punishments for committing crimes. This chapter will explore corporate liability as well as individual liability for corporate actions. It also will examine strategies to minimize corporate criminal liability exposure or losses attributed to criminal activities. At the conclusion of this chapter, you should be able to answer the following questions:
1. Why is crime relevant to business?
2. How does criminal law differ from civil law?
3. What constitutional protections are afforded to those accused of committing a crime?
4. What are some relevant defenses to crime?
5. What are the consequences of committing a crime?
6. What are the goals of punishment for committing a crime?
7. Which crimes must businesses be concerned about?
8. What strategies exist for businesses to minimize exposure to criminal liability or to loss associated with criminal activities?

Reading and Research
Creative Commons Open Source Textbook The Legal and Ethical Environment of Business, Saylor Academy, 2012:
Chapter 10: Chapter 10 - Criminal Law
Law and Policy at the Bleeding Edge: Law and Policy at the Bleeding Edge Conference Papers
Cybercrime and Laws: Cybercrime and Laws
YouTube Video - Cybercrime and Wirefraud in Real Estate: Cybercrime in Real Estate
YouTube Video - Cybercrime and FinTech: Cybercrime and Banks
Case Study (United States v. Michael Thomas): United States v. Michael Thomas
Research: Criminal Law/Cybercrime Laws/Emerging Technologies  
Assigned Work to Turn In to Online Course (Assignment 4): (Modified Assignments similar to those below may be substituted – Any combination of Discussion/Assignment/Group Assignments)
[bookmark: _GoBack]
Remember to use proper citations (MLA or APA) in your documents.
1. Case Study: U.S. Office of Personnel Management Data Security Breach Litigation 
Court Listener: https://www.courtlistener.com/opinion/4427287/in-re-us-office-of-personnel-management-data-security-breach-litigation/?q=cybercrime&type=o&order_by=score+desc&stat_Precedential=on&filed_after=2016-01-01
Read the case listed above and the reasoning at judgement.  Do you agree with the judgement?  What implications does this have both positive and negative for future cases?   
2. Read the three cases listed on the site for DHS https://www.dhs.gov/cyber-crime-cases.  Write a summary paragraph of each case.  Pick one of these cases and research if any other related cases have taken place (anywhere in the world) in the last 2 years.  Cite those cases and give a summary of at least one of them.  
3. Based on what you have learned related to cybercrime and technology, write 1 page outlining your opinion of what might happen in the future with the emergence of artificial intelligence and/or autonomous vehicles (any kind).  What kind of crimes do you think might be possible?  How might our legal system have to change in order to keep up?  Do we need stricter laws or better technology? or both?  
