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Abstract

Cloud computing has gained huge attention over the past decades because of con-
tinuously increasing demands. There are several advantages to organizations moving
toward cloud-based data storage solutions. These include simplified IT infrastruc-
ture and management, remote access from effectively anywhere in the world with a
stable Internet connection and the cost efficiencies that cloud computing can bring.
The associated security and privacy challenges in cloud require further exploration.
Researchers from academia, industry, and standards organizations have provided
potential solutions to these challenges in the previously published studies. The narra-
tive review presented in this survey provides cloud security issues and requirements,
identified threats, and known vulnerabilities. In fact, this work aims to analyze the
different components of cloud computing as well as present security and privacy
problems that these systems face. Moreover, this work presents new classification of
recent security solutions that exist in this area. Additionally, this survey introduced
various types of security threats which are threatening cloud computing services and
also discussed open issues and propose future directions. This paper will focus and
explore a detailed knowledge about the security challenges that are faced by cloud
entities such as cloud service provider, the data owner, and cloud user.
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1 Introduction

Large rooms and the huge amounts of electricity play an important role in the his-
tory of the technology so that they are widely used to get only a little processing
output. In the last decades, small and more efficient computers have gradually taken
the place of huge (in some cases, room-size) computers. In recent years, the demand
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for data has dramatically raised and the number of online users has increased behind
belief. Also, traditional computing infrastructure has become expensive and difficult
to be managed so that accessing data has become impossible by traditional comput-
ing anywhere and at any time. Therefore, the external storage system has turned out
to be a necessity for saving data. That traditional computing is now unable to handle
the increased number of online users on networking sites, social networking, multi-
media broadcasting, etc. Since global Internet usage has dramatically grown step by
step, the volume of the uses and availability of services led to a new concept called
cloud computing. Figure 1 indicates the progress that the computing infrastructure
and platforms are provisioned.

Cloud computing has brought a lot of benefits like many other technological ser-
vices. For instance, it made it possible to store a large amount of data and various
services. Furthermore, this platform solved the problem of limited resources and
reduced the cost of services by sharing valuable resources among multiple users.
Resource reliability and performance require the platform to be robust against secu-
rity threats [1]. In recent years, cloud computing has become one of the most sig-
nificant topics in security researches. These researches include data storage secu-
rity, network security, and software security. The National Institute of Standards
and Technology (NIST) defines the cloud computing as [2], “a model for enabling
convenient, resource pooling, ubiquitous, on-demand access which can be easily
delivered with different types of service provider interaction.” The procedure of
cloud computing follows Pay as You Go (PAYG), which the customers only pay the
services they use. PAYG model provides customers with the ability to customize
software, storage, development platform, and computing resources according to the
customer or end-user demands. These benefits are the reason that the research com-
munity has dedicated many efforts to this state-of-the-art concept [3].

The virtualization technique has increased the availability of the resources for the
end users. The manageability, scalability, and availability are the main attributes of
cloud computing. In fact, these techniques combine the available resources in a net-
work by splitting up the available bandwidth into separate and distinguished chan-
nels in order to assign to a specific server or device or stay unassigned totally [4].
Furthermore, it provides demand service, elasticity, and stability very economically.
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Fig. 1 The computing architecture evolution
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Fundamentally, cloud computing provides three different models of service deliv-
ery, called software-as-a-service (SaaS), infrastructure-as-a-service (IaaS), and plat-
form-as-a-service (PaaS). SaaS model emphasizes on access management tasks in
applications like policy controls. For instance, a person is only allowed to download
certain information from applications. In this way, multiple end users benefit from a
single instance of the service. Today, companies like Google, Microsoft Office 365,
Dropbox, etc., offer SaaS. In Paa$S, a layer of the development environment is used
as a service and other higher level of service can be built. In the PaaS model, the
customer creates their own applications running on the provider’s infrastructure. In
fact, PaaS offers a combination of OS and application servers like Microsoft Azure,
Google App Engine, LAMP platform (Linux, Apache, MySQL, and PHP), etc. It
is worth noting that one of the main focuses of the PaaS model is data protection.
This becomes notably important in the case of storage as a service. It should be
considered that this model should be able to encrypt data while storing them on a
third-party platform and should be aware of the regulatory issues that may impress
data availability in different geographies. IaaS offers computing capabilities and
essential storage as standardized services across the network. The inherent strategy
of virtualization is to arrange independent virtual machines (VM) and isolate them
from both the underlying hardware and other VMs. aaS also emphasizes on security
fields like firewall, intrusion detection, prevention (IDS/IPS), and virtual machine
monitor. Cloud computing is considerably and rapidly growing and more and more
organizations adopted cloud technology every day. However, there are several paral-
lel security issues that should be taken care of. Organizations pick out some secure
infrastructures when transmitting their data to remote destinations. In this way, each
customer would typically use his own software on the infrastructure [5]. Google
Compute Engine (GCE), Amazon Web Services (AWS), Cisco Metapod, and Micro-
soft Azure are among the most important examples of IaaS.

Cloud computing has many aspects including cloud development model that pro-
vides a certain type of cloud environment, mainly distinguished by its size, owner-
ship, and accessibility. In fact, cloud computing is empowered by sharing resources
among individual devices or local servers. The purpose and nature of the cloud are
associated with deployment model. Deployment model includes three types, namely
public cloud, private cloud, and hybrid cloud [6].

In the private cloud, cloud computing deal with the data center of an organiza-
tion. In this model, resources are allocated to a single organization or multiple ones
and work inter-functionally. For this reason, infrastructure is owned and operated by
the same organization in this type of cloud. Also, customer and vendor relationship
identification and security risk detection are much easier. In the second model, gov-
ernment, business or academies own and operate a public cloud. Also, organizations
could provide open access over the Internet or another portal in this model. In this
type of cloud, many challenges appear in the field of resource location and owner-
ship detection. Furthermore, it is very complicated and difficult to protect resources
against various types of intrusions and attacks. However, the third deployment
model, the hybrid cloud, is the best one in terms of advantages. This model offers
private cloud associated with one or more external cloud services, while the data
and application are bound together and managed centrally. It is worth noting that
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hybrid cloud security is more reliable than the public cloud’s if the entities access
across the Internet. However, each of deployment models has their specific advan-
tages and disadvantages. In fact, each deployment model has a specific advantage
and disadvantage with regard to user experience. The private cloud provides com-
plete control over the user experience. However, in some cases, the public cloud has
no control over the user experience and hybrid cloud admit control over the user
experience relies on the agreement have placed with the consumer [7]. In addition,
Table 1 illustrates the advantages and disadvantages of public clouds, private cloud,
and hybrid cloud.

However, there is a shared responsibility security model behind all services pro-
vided by cloud computing. Both the provider and cloud consumer have a role in
the security of cloud-resident infrastructure and cloud-delivered applications. The
responsibility for security is different in each delivery model. In some services, the
customer is responsible for data security like user access and identity management
in any case of delivery models (IaaS, PaaS, and SaaS) as shown in Fig. 2.

To release the security patches or updates, they should be comprehensively
tested, repackaged, and stored in the repository. However, customers have some
responsibilities like collaborating with provider regarding to system maintenance. In
this regard, they should install patches on the operating system (OS) and application
stack and act the role of the system administrator in the cloud by patching and updat-
ing operating systems and various applications [8]. Other customer responsibilities
are user account creation management, provisioning, and destruction, server-level
account authentication mechanisms, password policies, etc. Customers’ data activity
can be monitored using the logs automatically delivered to their accounts. However,
both the cloud provider and cloud customer are responsible for different aspects of
the system and both must take some actions to secure the service properly.

According to Oracle and KPMG Cloud Threat Report (2018) [9], only 43% of
respondents were able to correctly recognize the most common IaaS shared respon-
sibility security model. Organizations should employ various network security
controls like physical and VM-based firewalls, intrusion detection and preven-
tion systems, and gateways as well as the purposeful workload and cloud applica-
tion controls. Also, 66% of respondents said they faced a cyber security incident

Table 1 The pros and cons of public, private, and hybrid clouds

Cloud development models Advantages Disadvantages
Public cloud Scalability and reliability with on-demand Can be unreliable
resources
Easy to use Less secure
Private cloud Organization-specific More costly
Customizable Requires IT expertise
Hybrid cloud Flexible infrastructure Lack of visibility
Cost controls Potential challenges in
Faster speeds application and data
integration
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Fig.2 Configuration of cloud delivery model [2]

affecting their business operations over the past 2 years. These effects were standard
business operation disruption, service providing disruption, employee productiv-
ity loss, and delays in IT projects. In fact, cloud companies have provided a lot of
attributions like global availability of high-performance services, support of a large
number of services, storing a large amount of data [10].

The rest of the paper is organized as follows. A background of main secu-
rity services and the main known techniques to fulfill each service is presented in
Sect. 2. In Sect. 3, the main cloud security issues and challenges are classified and
described. Also, we present our new classification of security solutions in this sec-
tion. In Sect. 4, different security threats threatening cloud computing services are
introduced. Then, in Sect. 5, the importance of cloud security issues in the future is
discussed. Finally, conclusions are presented in Sect. 6.

1.1 Contributions on this survey

Given the undeniable need for computation and storage resources in today’s world,
many new technologies have decided to consider cloud computing as the main
computing or storage component. However, this popular phenomenon suffers from
various security challenges and vulnerabilities. It is a vivid fact that cloud envi-
ronment faces many threats. For this reason, using this phenomenon requires suf-
ficient knowledge and the best possible solution to deal with each of these threats..
In the current study, several studies are reviewed and some of them having more
importance will be discussed. In fact, this work deals with the expression of security
issues, challenges, and threats in cloud computing.
The main contributions of this work can be summarized as follows:
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e The basic concepts of cloud computing and all entities associated with the archi-
tecture of cloud computing systems are introduced.

e We provide a new classification of cloud security issues and challenges based on
the security state of cloud environments into five categories.

e We provide an overview of the cloud security threats model, recent computing
threat based on the STRIDE threat model and also categorize attacks based on
the OWASP attack classification.

2 Literature review
2.1 Background

The Background section discusses issues such as data security preliminaries and
presents some information about the architecture of cloud computing systems.

2.1.1 Security service

Security includes all the approaches aiming to preserve, restore, and guarantee the
protection of information in computer systems against various threats. In fact, the
security services implemented by security mechanisms execute security policies. As
shown in Table 2, the security of computer networks and information systems is
provided by services like integrity, confidentiality, authentication, non-repudiation,
and availability [11].

e Confidentiality ensures that information is not disclosed and available to unau-
thorized individuals, entities, or processes. In fact, data should be sent (and
received) data without being accessed by unauthorized entities during the trans-
mission. Data encryption is a good way to realize confidentiality. Encryption can
be accomplished by symmetric or asymmetric key paradigm.

e [Integrity ensures the data received by an authorized person is same as the sent
data without any modification. In other words, it guarantees that data have not
been modified by a third party (intentionally or accidentally). When an intru-
sion occurs, the connection is dropped and the invalid information transmission
is canceled.

e Availability ensures the availability of services for rightful users and makes data
accessible and useable upon demand by an authorized entity. For instance, when
a distributed denial-of-service (DDoS) attack occurs in a system, it will lose its
ability to transfer data.

e Authentication confirms the identity of the information transmitter and recipient.
In fact, the integrity and confidentiality of information are meaningful just when
the identities of senders and receivers are properly verified.

e Non-repudiation ensures that the actions taken cannot be denied by senders or
receivers. There are two kinds of repudiations—source repudiation and destina-
tion repudiation. In the former, sender or receiver cannot deny the transmission
of a message, and in the latter, they cannot deny the delivery of a message.
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2.1.2 Cloud configuration

For a better understanding of security issues, we should first understand the cloud
configuration we have discussed in the following paragraphs. A cloud company is
made of the resources dedicated to demands. According to NITS, cloud computing
configuration has five major actors listed in the following table [12, 13]. The classifi-
cation focuses on cloud customer’s and cloud provider’s threats and risk-awareness.
The actors mentioned in Table 3 are the entities taking part in a process or transac-
tion and/or playing a role in cloud computing.

2.1.2.1 Cloud consumer A cloud consumer is a person or organization that gets
some services from a cloud provider. In fact, a cloud consumer can opt the most
fitting services by scrutinizing the services offered by cloud providers and closing a
contract. To close this contract, a cloud consumer has to determine the technical per-
formance by signing a service-level agreement (SLA) with a cloud provider. SLAs
(as an agreement) cover things like consistency of the quality of services, security,
prevention, and performance failure. However, a cloud consumer is able to choose
providers offering more favorable services and better prices.

2.1.2.2 Cloud provider A cloud provider is a person or organization making a ser-
vice available to a cloud consumer. The cloud provider organize and arrange cloud
software by acquiring and managing the cloud infrastructure. In SaaS, the cloud pro-
vider provides services at expected service levels through deploying, configuring,
maintaining, and updating the software applications. According to the limited admin-
istrative applications of cloud, most of the managing and controlling responsibilities
in the infrastructure and application are on SaaS provider’s shoulders. In PaaS, the
cloud provider manages the computing infrastructure of the platform and the com-
ponents of the platform (such as runtime software, database, or other middleware
components) are provided by cloud software. In IaaS, the cloud provider acquires the
physical computing resources including the networks, storages, servers, and hosting
infrastructure.

Table 3 Different actors in cloud computing

Actor Definition

Cloud consumer A person or organization that maintains a business relationship with, and uses service
from, cloud providers

Cloud provider A person, organization, or entity responsible for making a service available to inter-
ested parties

Cloud auditor A party that can conduct an independent assessment of cloud services, information
system operations, performance and security of the cloud implementation

Cloud broker An entity that manages the use, performance and delivery of cloud services, and nego-
tiates relationships between cloud providers and cloud consumers

Cloud carrier An intermediary that provides connectivity and transport of cloud services from cloud
providers to cloud consumers

@ Springer



A survey on security challenges in cloud computing: issues, ... 9501

2.1.2.3 Cloud auditor A cloud auditor is responsible to examine the cloud services
independently. The auditor checks the conformance to standards by reviewing vari-
ous objective evidence. The services offered by cloud providers can be assessed by
cloud auditor regarding their privacy impacts, security controls, performance, etc.

2.1.2.4 Cloud broker As the integration of cloud services is too complicated to be
managed by cloud consumers, they acquire the cloud services via a cloud broker
instead of contacting with cloud provider directly. In fact, the cloud broker is respon-
sible for managing the usage, performance, and delivery of cloud services as well
as the relationships among the cloud consumers and cloud providers. The services
offered by cloud brokers can be categorized into three categories:

e Service intermediation A cloud broker can enhance a certain service by improv-
ing some specific capabilities and providing value-added services to cloud con-
sumers. These improvements include cloud services’ access management, per-
formance reporting, identity management, enhanced security, etc.

e Service aggregation refers to the actions taken by a cloud broker to combine or
merge multiple services into one or more new services. In fact, the cloud broker
integrates data and plays the role of a bridge between the cloud consumer and
multiple cloud providers.

e Service arbitrage performs like service aggregation, but services are not aggre-
gated to be fixed. In fact, service arbitrage gives the broker the flexibility to pick
services from several agencies. For example, a cloud broker can use a credit-
scoring service to assess and select the best agency.

2.1.2.5 Cloud carrier A cloud carrier intermediates between cloud consumer and
cloud provider to deliver cloud services. Cloud carriers get access to consumers
through the network and other access devices. As discussed earlier, by establishing
SLAs with a cloud carrier, the cloud provider can bring services consistent with the
SLAs to cloud consumers. Furthermore, cloud carrier is responsible for dedicating
secured connections to cloud consumer and the cloud provider.

In Fig. 3, the diagram indicates an overview of the NIST cloud computing config-
uration [13] including its major actors, their activities and functions in cloud com-
puting. According to the mentioned contents, the diagram characterizes the require-
ments, characteristics, and standards of cloud computing.

2.2 Existing review papers on security challenges in cloud computing

Cloud computing is an emerging computing paradigm that brings great deals of
new challenges for data security, access control, etc. [14]. During the last decade,
a lot of survey papers focus on the security challenges in cloud computing. More-
over, it is undeniable that most of the presented reviewed papers play a valuable
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role in cloud security issues and these noticeable reviewed works had been a lot
of valuable and comprehensive research in this area.

Sgandurra and Lupu [15] have presented a taxonomy of attacks in virtualized
systems in terms of the target at the different levels, the source and goals of the
attackers. In fact, they aim to illustrate the evolution of the threats, related secu-
rity, and trust assumptions in virtualized systems at the different layers such as
hardware, OS, and application.

Kaur and Singh [16] presented a review of cloud computing security issues.
This work has discussed the issues related to data location, storage, security,
availability, and integrity. In fact, this review focuses on one of the significant
security concerns, although it is vital to note that the authors only address secu-
rity issues without discussing the possible solutions.

Kumar et al. [17] have demonstrated diverse kinds of data security issues in
cloud computing and also presented an approach to overcome security issues in a
multi-tenant environment. In fact, this paper completely focuses on data security
issues and also presents methods to protect the data and its privacy.

Khalil et al. [18] present a review study of cloud computing security and pri-
vacy concerns. In this work, various types of known security threats and attacks
are classified and also different kinds of cloud vulnerabilities identified. Moreo-
ver, this review work investigates the drawbacks of the current solutions and dis-
cuss future security perspectives.

Bashir and Haider [19] provide a review study in order to indicate the most
vulnerable security threats in cloud computing. In addition, this review work con-
siders both end users’ and vendors’ key security threats associated with cloud
computing by providing analysis related to the different security models and
tools.

Ryan [20] present a survey with vital research directions such as protecting
data method that aims to keep safe data from a cloud infrastructure provider.
Moreover, this work describes a browser key translation method that allows a
software-as-a-service application to provide confidentiality service.

Table 4 indicates a summary of the contributions of some of the recent surveys
reviewing security challenges, attacks, and threats in the cloud environments.

One of the long-dreamed vision of computing as a utility, where users can
remotely store their data, is cloud computing which provides high-quality ser-
vices from a shared pool of configurable computing resources [21]. Due to the
fact that the majority of technologies related to cloud phenomenon witnessed
many signs of progress in today’s world, security risks become more advanced
and new challenges arise. For this reason, comprehensive research is needed
along with identifying potential challenges and providing new solutions. In addi-
tion, the majority of the mentioned surveys have discussed the aspect of secu-
rity issues about clouds without considering a comprehensive review of issues,
challenges, and threats in the cloud environment. We have focused on all detail
related to cloud security and challenges and discuss existing solutions as much as
possible.
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3 Cloud security issues and challenges

Although cloud computing has brought a variety of beneficial services, it also
involves many security threats and challenges. Since a lot of information is trans-
ferred through the network and stored in specific resources in the cloud, there are
many vulnerabilities that can be exploited by malicious actors. In this section, we
discuss the security state of cloud environments classified into five categories [22,
23]. It should be noted that each subsection of this section is allocated to a common
security property. As illustrated in Fig. 4, cloud security issues can be categorized
into the following five categories: security policies, user-oriented security, data stor-
age security, application security, and network security.

3.1 Security policies

Security policies include the standards necessary to prevent attacks by taking pre-
cautionary measures. These standards should secure the working environment in
cloud without compromising its performance and reliability [7, 24]. Security poli-
cies work based on regulatory authorities and involve various service-level agree-
ments (SLAs), client management issues, and antecedent trust.

3.1.1 Service-level agreement (SLA)
A service-level agreement is associated with the relationship between customers and
providers and includes both. Service providers are expected SLAs to manage cus-

tomer expectations. In fact, SLAs establish the circumstances under which provid-
ers are not responsible for outages or performance issues. Also, SLAs represent the
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Fig.3 NIST cloud computing configuration [13]
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performance characteristics of services which can be used for comparison purposes.
However, SLA cannot guarantee that a particular service will be achieved. In other
words, SLA does not eliminate the risk of choosing a bad service and is not able to
turn a bad service into a good one. In general, SLA consists of a statement of objec-
tions and a list of the services covered by the agreement. Also, at the same time, it
determines the responsibilities of the service provider and customer under the SLA.
SLA specifies availability, usage statistics, service provider response time, and spe-
cific performance benchmarks that will be provided [25].

3.1.2 Client management issue

In recent years, most organizations have attempted to focus on the customer. The
client management issue as one of the most significant concerns in cloud security
has many different aspects including client experiences, client-centric privacy, client
authentication system, and client service-level agreement. These different aspects of
security in cloud business will be discussed in the following paragraphs [26].

3.1.2.1 Client experience (CX) Customers expect their providers to recognize their
special demands, personal conditions, and life difficulties. To offer better services,
providers must know their customers’ needs and deliver customized solutions for
them. The customer experience plays a vital role in cloud. This experience makes
companies able to deliver products and services according to customer’s values. For
example, there are some advantages of cloud that are derived from a user’s search
history and its connection with the provider. In recent years, the cloud-based services
have improved the customer experiences in the market so that many companies are
in trouble because of the lack of cloud-based customer system, whereas choosing a
secure cloud provider company will be difficult for customers with experiences in
security areas.

3.1.2.2 Client authentication Ensures that users get access to a server or remote
computer by presenting a digital certificate. This digital certificate acts as a “Digital
ID,” and its function is to cryptographically bind a customer and employee’s identi-
ties. The digital certificate makes cloud resources able to control accesses and pre-
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vents non-rightful users to get access to cloud services. Users should be able to get
access to their applications from anywhere and any device like cell phones, tablets,
laptops, smart televisions, etc.; however, it is a challenge for cloud service providers
to guarantee that only rightful users get access to their services. Nevertheless, it is
worth noting that there are various authentication threats and attacks in cloud envi-
ronment including password discovery attacks, cookies reply attack, credential theft
(for instance, phishing or social engineering), man in the middle attack, and many
other ones [27].

3.1.2.3 Client-centric privacy Nowadays, the most significant vulnerabilities in the
cloud appear when privacy is lost and data leakage arises [28]. In fact, data process-
ing by provider causes this challenge and compromises client-centric privacy. This
challenge is a critical barrier to adapt cloud services. For example, when a user sub-
mitted the data into the cloud machine for processing, it has no control on processing
procedure. In fact, the users have not any knowledge about where their data reside
and are stored and used. For example, the service provider is able to share the sensi-
tive data with unallowable individuals without user permission leading to privacy
loss and data leakage. As a result, we need a client-centric solution to solve this
challenge. This solution should make the users able to control their submitted data.
Therefore, a client-centric approach is required to solve this problem. This problem
can cause many issues like security, privacy, trust, and customer relationship man-
agement (CRM) issues.

3.1.2.4 Service-level management As mentioned, SLA is used to provide the agree-
ments and their costs. In fact, service-level management (SLM) is the process in
which the benchmarks for level of service are arranged. This process measures the
performance compliance expected by customer. Also, in an SLM process, different
services are structurally defined and service levels needed to maintain business pro-
cesses are agreed upon. The definition structure should contain the security responsi-
bilities of both internal and external service providers and customers. In this regard,
service-level management covers the role and define the organization structure.

3.1.3 Antecedent trust

Trust is one of most important facilitators to make business relationships strong.
Since trust has received a pale attention in cloud computing, as a result, the lack of
trust understanding in cloud services has caused huge challenges for the adoption of
cloud computing. This challenge has created a gap between adoption and innovation
and caused the cloud computing consumers not to fully trust this new way of com-
puting. To fill this gap, the trust issue related to could computing should be recog-
nized from both technological and business perspectives [29, 30].

3.1.3.1 Human factor At the first glance, reinforcing the security of the cloud
provides a secure infrastructure for information. However, considering the human
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factor of the cloud security is a necessity for organizations. To characterize the
human role in the security aspect of the cloud, it should be noted that human is
able to create various innovations and solve all the problems. In cloud systems,
human access level to the system is different, so that an employee or costumer with
administrator access level can play a critical role in saving or damaging system
security. To fix security threats and eliminate vulnerabilities, in addition to tech-
nological defects, human mistakes, and behaviors should definitely be considered.
With more emphasis on human behavior, a vulnerability pattern (such as social
engineering) can be found. Then, social engineering attacks will be monitored and
studied in more detail.

3.1.3.2 Digital forensics The more the network applications, the more the digital
crimes. Digital forensics play a vital role in protecting and restoring operational data.
In other words, digital forensics is the process used to uncover and interpret elec-
tronic data. With increased number of users in the digital worlds, it is more likely
that non-rightful malicious users exploit the cloud services. Furthermore, this issue
is propagated to wider bounds when costumers bring their own accessible devices
including PC Windows, MACs, iPhones, and Android smart phones. However, the
digital forensics have encountered many challenges including the wider range and
increased number of devices operating in the cloud have made it more difficult to
archive and encrypt data from different operating systems in different platforms.

3.1.3.3 Costumer trust status According to a recently published report [31], many
organizations are concerned about their personal and sensitive data kept by compa-
nies. They are worry that these companies can use the data for purposes other than
what they collected for. According to this report, although 93% of organizations use
cloud services at the moment, only 23% of them completely trust public clouds to
keep their data secure. When moving to IaaS, the most important desire of related
authorities is to have stable security controls providing integrated security with cen-
tral management across all cloud and traditional data center infrastructure. However,
although the trust in public cloud services continues to improve year by year, the
reports published on cloud security topic should always be reviewed.

3.1.3.4 Trust third party (TTP) One of the main concerns of cloud users is about
how their data are used because it is possible that malicious data centers exploit
these data. In this regard, trust third party (TTP) can authenticate, audit, and
authorize the confidential data and protect information against unauthorized mali-
cious people. Therefore, when the third party is discredited, the cloud environment
will be severely threatened and many security properties will be compromised. In
fact, the starting point of the challenge is where users do not know the location the
resource allocated to store their data [32]. Therefore, this problem can be basically
solved by the following steps. First, the data submitted by cloud customers should
be encrypted using symmetric key encryption algorithms. In this step, TTP asks
secret key and holds it to perform data verification or identification tasks. Finally,
the service provider is able to ask secret key and perform the data processing task.
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3.1.3.5 Governance Cloud computing governance as an aspect of information
technology governance presents integrated management with automated perfor-
mance resolution, balancing resources in a cloud environment. Unfortunately,
many organizations adopt cloud environment without understanding the gov-
ernance importance in the modern life of IaaS. If this issue is disregarded, the
administrator operations and access security controls will be lost. In summary,
cloud computing governance creates the policies and principles that control the
lifecycle of services offered in the cloud. Governance can solve the problem of
losing administrative operations and access security controls that may be resulted
from the lack of well-established standards. As a result, it is clear that incorrect
governance can lead to weakening financial capabilities of the cloud providers,
complicating the time management to recovery, and increasing the possibility of
data breaches and service terminations [33].

3.2 User-oriented security

Due to the complexity of usage, cloud computing requires extensive user-oriented
security to make its data and resources secure. In fact, one of the most important
issues in cloud security is that cloud service providers can control the storing and
processing steps of information submitted by users. This aspect of security includes
identification, authentication, authorization, and access management issues.

3.2.1 Authentication

As you know, cloud computing benefits businesses by storing large amount of data
by less cost. Fortunately, as necessity, service providers should guarantee that users
are authenticated by specific methods. This authentication is completely or partly
done by a software. In a cloud environment, a simple authentication mechanism
is not suitable for the costumers accessing and composing services from multiple
cloud providers. The privileged user access is an event happening when these kinds
of accesses have caused an inherent level of risk. However, there are various authen-
tication methods that can be used to solve this problem. Generally, access permis-
sion is dedicated when the users present something they individually know, such
as their card number or a password defined by them. In total, these methods can
be divided into two categories, namely physical security authentication mechanisms
and digital security authentication mechanisms [34].

3.2.1.1 Physical security authentication mechanism One of the recent attractions for
organizations is to provide their customers with easy access to their cloud resources
at any time. This can be provided with the help of the cloud data centers centralizing
old servers, networks, and applications that users are able to access them at anytime
and anywhere. In fact, physical security authentication mechanisms such as access
cards and biometrics (including retina recognition, fingerprint recognition, and face
recognition) are used to prevent unauthorized access. In this regard, some certain

@ Springer



A survey on security challenges in cloud computing: issues, ... 9509

usage and governance policies should be considered with respect to physical security
[35].

3.2.1.2 Digital security authentication mechanisms Similarly, digital authentication
is used when an individual or online entity is honest with the server provider or when
it seems that the mechanism is suitably established [36, 37]. One of the mathematical
schemes that provide verification and authentication of any kind of digital message
is a digital signature. In fact, the name of the digital signature is inspired by hand-
written signatures in the physical world. In real life, it is common to use handwritten
signatures on the paper’s messages. In a similar way, a digital signature is a particular
form of procedure that binds a sender entity to the digital data based on cryptogra-
phy concepts. In other words, the digital signature is a cryptographic value that is
calculated from the data and a secret key known only by the signer. Apart from the
ability to provide non-repudiation of the message, the digital signature also provides
message authentication (he message was created by a known sender) and data integ-
rity (the message was not altered in transit). For example, some of the most common
digital authentication methods in a cloud environment are credentials, secure shell
keys, multi-factor authentication, personal identification number, and single sign-on
(SSO).

Credentials: Credentials work as evidences of authority, entitlements, status, and
access rights. They provide particular users with an evidence to prove that they
are rightful to use resources and services. In fact, taking advantage of credentials
(such as one-time passwords, patterns, and captchas) is a traditional way of secur-
ing malicious activities. Since the management overhead of the credentials is high,
it is necessary to add, disable, modify, or remove accounts whenever any user enters
or leaves the service (or organization). On the other hand, when a weak password
recovery mechanism is used, the credential reset vulnerability appears. In this way,
hackers can monitor or manipulate data in the cloud with malicious activities when
the credentials are at the risk of abuse. By encrypting and signing the authentication
server, the credentials help the communication among the clients and terminals. The
asymmetric encryption technology is able to use public and private keys as a per-
sonal identification number (PIN). The advantage of using PINs is that they are used
in multiple types of network systems and websites. However, credentials simplify
information privacy management while preventing unauthorized access by abus-
ing lost credit/debit cards or usernames/passwords. In this way, a PIN is responsible
to authenticate the client/terminal for getting access to user data and keys from the
chip.

Single sign-on: The conventional authentication mechanisms are not always suitable
for remote authentication because a centralized monitoring system is required for
SaaS applications, limiting the software policies. In other words, the existence of
multiple services causes that the cloud customers need multiple login requirements
and make various problems because only a single user may be forced to maintain
a large number of credentials. Because of these reasons, the possible solution is to
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take advantage of single sign-on (SSO) technique. SSO provision provides one pass-
word to get access to all applications and services in the cloud environment.

Secure shell (SSH): SSH is a network protocol that provides a secure way to get
access to a remote computer. SSH keys respond to SSH server identification with
public key cryptography or challenge authentication with the SSH. In this regard,
all user file transfers, commands, and authentications are encrypted to protect users
against attacks in the network. The main benefit of SSH key is that the authentica-
tion process is accomplished without passing the password over the network. In fact,
SSH can prevent the interception or cracking of the passwords by a person leading
unauthorized access to data and provides a secure channel based on client—server
model by considering the unsecured network in a client—server architecture. How-
ever, one of the most critical aspects of SSH is key management. It should be noted
that when the suitable centralized creation, rotation, and elimination of SSH key are
ignored, the system can lose its control on resource access management.

Multi-factor authentication: Another method to secure digital assets and transac-
tions in the Internet is the multi-factor authentication. This method has many kinds
like One-Time Password (OTP), Captchas, or patterns that all of them are involved
in the secondary authentication mechanism. The multi-factor authentication can rec-
ognize the trustworthy users through their information clarification. In fact, the more
the number of the factors used to clarify the user identity, the greater the authenti-
cation. It should be noted that with the advent of mobile networks, second-factor
authentication has taken the form of SMS, push notification, and mobile OATH
tokens.

Personal identification number (PIN): A person identification number is a secure
alphanumeric or numeric code that is used to authenticate the access requests. Since
different applications and resources follow various authentication mechanisms, sin-
gle sign-on can internally save the credentials used for primary authentication and
translate them into the credentials required for a variety of mechanisms. However, to
highlight the advantages of the cloud, it is better that users not specify their creden-
tials whenever they get access to different cloud web services. In this regard, single
sign-on (SSO) can reduce password fatigue from different username and password
combinations.

3.2.2 Authorization

Authorization is a method which gives permission or prevents the access to a par-
ticular resource according to an authorized user’s entitlements. In the systems in
which users are permitted to access to the system, a system administrator is speci-
fied. According to the fact that a cloud network consists of different service pro-
viders, there is a common situation in which a single user is able to access differ-
ent types of services at the moment, so that each service is provided by a different
service provider and with a different security level. For example, when the user
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authorizes the application, cloud-hosted applications are permitted to be accessible
from outside the application. In this situation, authorization is done by either access
right delegation or access control policies. In fact, through the cloud environment,
the cloud service provider presents and executes access control policies like the ser-
vices and resources should only be accessed by the authorized users [37, 38]. Some
of the advantages of centralized access mechanisms include securing the sensitive
information and reducing several management and security tasks. However, there
are many authorization mechanisms including MAC, DAC, RBAC, and ABAC. In
addition, Table 5 indicates the advantages and disadvantages of these authorization
mechanisms [39].

3.2.2.1 Mandatory access control (MAC) MAC makes it possible to get access
through the operating system or security kernel. The system manager, its security
policy, and all access control rights determine the usage of resources and their access
policies which cannot be overridden by the end users. Therefore, these policies will
slow who has the authority to access the particular programs and files. MAC is widely
employed in the systems in which the confidentiality is a priority. Although MAC is
a secure way for resource access management, it is less flexible to process the access
rights.

3.2.2.2 Discretionary access control (DAC) DAC mechanism is vice versa, regarding
MAC. As mentioned earlier, MAC policies are determined by user permission while
validation of the username and password in DAC is to specify the access right of each
user. Because data owners exist in DAC, data access policies are supervised by them.
Generally, DAC is more flexible, but less secure compared to MAC.

3.2.2.3 Role-based access control (RBAC) Role-based access control restricts

system access to authorized users. In RBAC, each role is statically specified by
the system administrator. In fact, access to the computer or network resources is

Table 5 Advantages and disadvantages of these authorization mechanisms

Authorization Advantages Disadvantages

mechanisms

MAC Easy to scale Limited user functionality
High security Not flexible

DAC Easy implementation Does not support dynamic alteration
Flexibility Requires a high system management

RBAC Independence authorization management Not preferred in a dynamic environment
Separation of duties Not possible to change access rights
Hierarchy of roles without changing the roles

Least privilege

ABAC High flexibility in a distributed and dynamic Require the central database
environment
Central storage for user attributes High complexity
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mostly controlled by RBAC based on users in an organization. In RBAC, several
parameters are considered to give the permission to the user; including role per-
mission, user—role, and role—role relationship. These roles can be categorized into
two categories, namely application/technical roles and organizational/business
roles. RBAC provides the systems having large number of users and permissions
with appropriate administration security. One of the advantages of RBAC is its
highly secured environment for allocating access permissions. On the other hand,
the main defect of RBAC is that the assigned roles might change over the time,
requiring real-time environment for validation and investigation of changes.

3.2.2.4 Attribute-based access control (ABAC) ABAC presents a control over the
access where rights are granted to users using the policies combining attributes
together. The polices follow any type of attributes like user attributes, resource
attributes, object attributes, environment attributes, etc. Generally, since roles and
privileges of any individual user are pre-defined in the ABAC mode, it eliminates
many authorization problems, gains an effective regulatory compliance, and pro-
vides implementation flexibility [40].

3.2.3 Identity and access management

Identity and access management is a framework consisting of the organizational
policies for managing digital identity at the condition that technology is sup-
ported well enough to find the ability for identity management [41]. Also, it is
necessary for identity access management systems to have all the required con-
trols and tends to save and record user login information, manage the enterprise
database of user identities and manage assignments and elimination of access
privileges. In other words, identification and access management system has the
responsibility to prepare a centralized directory service by considering all aspects
of the company’s user base. However, the identity and access management system
is currently unable to directly enhance either profitability or functionality. There-
fore, it is very difficult to take funds for these projects. However, with the lake of
impressive identity and access management situation, there would be a huge risk
for organizations’ compliance and overall security.

3.3 Data storage

In physical cloud storage model, data are stored in logical pools. The physical
storages span various servers so that each of them is owned and operated by a
separate hosting company. By taking into account the significant growth in vari-
ous online applications and multiple Internet devices, data storage and its secu-
rity over distributed computing environments is a vital issue. In fact, cloud pro-
viders should take the responsibility for the data availability and accessibility at
any time [42]. The defects that come about to control the data have caused some
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security issues like warehouses, availability, confidentiality, integrity manage-
ment (CIA), etc.

3.3.1 Data warehouse

Data warehouses are the huge central repositories of integrated data having dispa-
rate sources. In fact, all data collected by enterprises and various operational sys-
tems are integrated in physical or logical data warehouses. These data warehouses
use various sources for giving priority on the access and analysis rather than trans-
action processing [43]. Typically, data warehouse security is an important require-
ment for implementation and maintenance. It is worth noting that storage security is
a critical aspect of the quality of services (QoS). In this regard, data warehouses are
encountering three fundamental security issues, namely availability, integrity, and
confidentiality.

3.3.2 ClA tired in data security

The main challenges of cloud storage can be categorized into three aspects, namely
confidentiality, integrity, and availability (CIA). As mentioned earlier, the most
important factor in information systems is to protect the data against any unauthor-
ized data modification, addition, or deletion. Since the data are moving through inse-
cure media, considering the confidentiality before uploading the data to the cloud
servers is a necessity [44, 45]. ACID property to ensure the integrity has four contri-
butions to the ability of a transaction to ensure data integrity. Cloud data can follow
ACID property to guarantee the integrity and confidentiality. For better understand-
ing of these four qualities, it should be noted that ACID is an acronym for atomic-
ity, consistency, isolation, and durability. In summary, atomicity is a transaction in a
situation to exhibit all or none of the treatments. In this regard, consistency is based
on the state of the data before or after the transaction is processed. Next property is
the isolation that is related to the transaction permitted to run at the same moment.
Any transaction running in parallel has the isolation property in the absence of any
concurrency. Finally, durability refers to the influence of the success or failure on
a processing transaction. There are many challenges in cloud data security that are
related to the four above-mentioned properties. In fact, when the security parameters
or VM configuration are described incorrectly, the multi-tenant nature of the cloud
significantly impresses the integrity and conditionality; in addition, the increased
number of users will increase security risks in the cloud. Unfortunately, these two
aspects are not enough to protect data in the cloud. One of the important goals in
cloud services is to provide the clients with excellent availability. In the field of
cloud availability, we should consider not only the software aspect of data, but also
the hardware aspect of data for authorized users. However, there are many various
methods to violate the availability of services including system errors, hardware and
software constraints, and malicious attacks from outside.

As a result, we conclude although data confidentiality is important, two other fac-
tors have more importance. In some cases, cloud service providers do not provide
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cryptographic protection for stored data. For example, Microsoft One Drive does not
provide any encryption services to assign data confidentiality.

3.3.3 Metadata

In simple terms, metadata means data about data. Metadata contains confidential
and sensitive information, and by taking into account the importance of cloud ser-
vices, it plays a much more important role and is becoming more complex. In fact,
metadata includes information related to data events, something was done, where it
was done, the file type and the format of the data, etc. The metadata contains valu-
able information that can be exploited by attackers. However, organizations use the
data in metadata to extract new business values from the information. Furthermore,
metadata includes confidential and sensitive information so it is very important to
use appropriate encryption mechanism to make these data secure. Unfortunately,
encryption only hides the data of massage, not the metadata of communication [46,
47]. An efficient way to protect this sensitive content against abusing is to employ
virtual private networks (VPN) that will guarantee data privacy and metadata
confidentiality.

3.4 Application security

One of the most important and vulnerable areas of information security is software
application security. Most of the applications have different platforms, frameworks,
and various types of vulnerabilities [48, 49]. One of the most important challenges in
cloud computing security is the vulnerabilities in the application security aspect. In
this regard, it should be considered that the software application has a million lines
of programming codes written by different programmers in different programming
languages and each has its own vulnerabilities. Since the developers are responsi-
ble for dealing with cloud application security, they need to understand the secu-
rity aspects of cloud application programming and networking before developing
a software application. As discussed in detail in above, to define cloud application
security requirements with regard to data, a developer needs to focus on some areas
like encryption identity management services, authentication services, and identity
and access management services. However, in this section, we discuss the different
types of cloud application security issues. Nowadays, many application developers
use programming languages with default functions and classes having various vul-
nerabilities. For example, a programmer needs to know the security aspects of the
web-developing languages like HTML/CSS/PHP/JS to mitigate injection masked
code. From another point of view, SQL injection attacks abuse the back-end appli-
cation weaknesses. The Open Web Application Security Project (OWASP) targets
aspects like back-end security and development hardening and testing. Additionally,
by taking into account the security issue in cloud applications, trust mechanism in
web-based business services plays a critical role in protecting sensitive information.
Unfortunately, these web-based services create some opportunities for malicious
attackers.
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Generally, to perform tasks over the Internet, one of the most commonly used
methods is web applications, but the security aspect of web application vulnerabili-
ties has faced a wide variety of shortfalls. In fact, hackers find some ways to insert
malicious executable codes into legitimate traffic sent to an endpoint. This process
is called code injection. Furthermore, similar to code injection, the cross-site script-
ing also provides some ways to insert malicious executable codes. However, its
difference is that it is involving scripts. As a result, lousy programming of things
like boundaries, exceptions, and credentials can make web applications vulnerable.
Sometimes, administrative issues cause configuration failures or lead to incomplete
component updates. As a result, special programming languages are designed in a
way making it harder to ensure them. The security of web application also com-
plicates other challenges and causes a lot of problems like Internet service security
issues.

In addition to security problems in applications, operating systems (OSs) also
play an important role in the security of the cloud [50]. There is a relationship
between an application program and its operating system. In fact, the operating sys-
tem is defined as an application which is run on a computer and also responsible for
the management and control of all the resources (memory, hard drives, monitors,
etc.) running different applications at the same time and sharing the tasks among
themselves. Cloud computing utilizes many virtual machines and different kinds of
servers in different networks and operating systems. This brings in many security
challenges and vulnerabilities on different operating systems used in cloud comput-
ing, such as desktop OS, server OS, network OS, and smartphone OS.

3.5 Network

Since cloud computing has been significantly dependent on the network, it has faced
a major challenge called network security. In fact, the main similarity between net-
work security and cloud security is an evolving sub-area of computer security, net-
work security, and information security. In the real world, networks encounter many
security challenges. As a result, network administrators must take appropriate secu-
rity policies and use preventive mechanisms and services to protect data and cloud
infrastructure [51]. Unfortunately, network security has encountered significant con-
nection availability threats such as the denial of service (DoS), distributed denial of
service (DDoS), flooding attack, and Internet protocol vulnerabilities. One of the
most effective and common methods to prevent these threats is to employ firewalls.
In the cloud, to check the safety of data, they are exchanged among the end users,
servers, and routers in cyberspace. Firewall-as-a-service (FWaaS) offers the same
protection as traditional firewalls. However, when a service is hosted in the cloud, it
means that it is available in all places on any device [52]. Since FWaaS is cheaper,
more efficient, and more flexible than traditional firewalls, it is a beneficial choice
for any company concerned about network security. Generally, using firewalls is not
a perfect way to defend cloud systems against threats but a strong firewall can reduce
vulnerabilities and branches. In simple terms, a firewall can block backdoor access
via a Trojan, but cannot tackle viruses, worms, and other malware. For this reason,
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it is necessary that a firewall interacts with other systems [53]. In comparison, a fire-
wall only analyzes packet headers and implements policies based on protocol type,
secure address, destination address, and secure port while intrusion detection sys-
tem (IDS) detects and logs any malicious access to the network. IDS is designed
not only to prevent attacks, but also to log useful data for future security analyses.
In addition, the intrusion prevention system (IPS) is a network tool preventing any
malicious access to the network. IPS is designed not only to detect and log attacks,
but also to prevent malware or other types of intrusions. Eventually, it is worth not-
ing that network security needs a broader overview which can be comprehensively
included in this survey. Therefore, it is suggested to refer to other specialized papers
for more information.

4 Security attacks and threats in cloud computing

The infrastructure of cloud computing with a great deal of hardware and software
components suffers from various security issues arising from the existing and new
threats. In the context of computer security, anything that has the potential to cause
serious damage to a computer system is called a threat. In other words, threats are
able to lead attacks on computer systems, networks, and other communication infra-
structures. Threats can include everything from viruses, trojans, back doors to out-
right attacks from hackers. Due to the fact that each kind of public, private, or hybrid
cloud provides a flexible model for simplified management and cost efficiency, a pri-
vacy of data and security of software becomes considerable growing concerns.

4.1 Threat model and compromised attribute

Cloud computing provides many advantages, such as speed and efficiency via
dynamic scaling. But it also raises a host of concerns about security threats, such as
data breaches, human error, malicious insiders, and DDoS attacks. A threat model,
or threat risk model, is a process that reviews the security of any web-based system,
identifies problem areas, and determines the risk associated with each area. Threat
model considered identifying steps in the process such as identify security objec-
tives, identify threats, and identify vulnerabilities. In fact, threat models are a sys-
tematic and structured way to identify and mitigate security risks in systems. Preeti
[54] presents a threat model for the attacks from one VM to another VM. In fact, two
VMs in the same tenant or different tenant with the same physical server is able to
become a victim of the attacks. Moreover, a malicious tenant user is able to set up an
attack by generating traffic floods with ICMP/UDP packets having a spoofed source
address and also it can exhaust the resources of the server at the virtualization layer.
STRIDE is a model of threats developed by Praerit Garg and Loren Kohnfelder at
Microsoft [55] for identifying computer security threats and provides an overview of
threats in a given system by categorizing them into six categories (spoofing, tamper-
ing, repudiation, information disclosure, denial of service, and elevation of privi-
lege). Each category of the STRIDE captures individual features of the attacks that
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pose a particular type of threat. In fact, the STRIDE threat model categorizes the
threats regarding the result or effect of their realization. The STRIDE threat model
has been captured the high-level view of the threats posed. Furthermore, this survey
extends the threat classification to the cloud component level advanced.

4.1.1 Spoofing

The act of disguising a communication from an unfamiliar source as being from a
known trusted source is called spoofing. In fact, spoofing aims to gain access to a
target’s personal information, spread malware through infected links or attachments,
bypass network access controls, or redistribute traffic to conduct a denial-of-service
attack [56]. Spoofing is able to apply to emails and websites with a lot of technical
aspects, such as a computer spoofing an IP address, or domain name system (DNS)
server. Since IP spoofing is not able to be prevented, measures can be taken to pre-
vent spoofed packets from infiltrating a network. A well-known defense against
spoofing is ingress filtering which is a form of packet filtering. In addition, ingress
filtering usually implemented on a network edge device that examines incoming IP
packets and looks at their source headers. If the source headers on those packets do
not match their origin or they otherwise look fishy, the packets have to reject.

4.1.2 Tampering

Attackers may maliciously modify the data to interfere with operations. Unlike
spoofing, this threat directly modifies the system such as XML poisoning which is
able to change commands and codes to make the system malfunction [57]. One type
of data tampering is ransomware. In this attack, cybercriminals encrypt an organiza-
tion’s data and demand payment of a ransom to obtain the decryption key. In fact, it
is vital that organizations are able to identify successful and unsuccessful attempts
to change critical files with a security control known as file integrity monitoring
(FIM). In other words, FIM is the process of examining critical files to know when
and how they changed. This system can compare the current state of a file to a
known, typically using a cryptographic algorithm to generate a mathematical value.
Due to a large amount of data stored by organizations today, monitoring all files
typically is not practical. For this reason, FIM systems generally are used to monitor
user identities, security settings, operating system and application files, configura-
tion files, and encryption key stores. In addition, the monitoring of log files plays a
noticeable role in systems and applications which write data to logs and that log files
are frequently collected and stored in a separate management system.

4.1.3 Repudiation

When an application or system cannot adapt controls to properly track and log users’
actions, a repudiation attack is able to happen. This attack can be used to modify the
authoring information of actions executed by a malicious user in order to log the
wrong data to log files. Unfortunately, the repudiation attackers can deny actions
that cannot be proven due to the lack of ability to provide evidence [58]. In fact,
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non-repudiation refers to the ability of a system to counter repudiation threats. In
cloud security, non-repudiation means a service that provides proof of the integrity
and origin of data which brings authentication with high reliability.

4.1.4 Information disclosure

Information can leak to unintended individuals due to malicious activities. There
are various ways information can leak from the system, such as VM configuration
stealing [59, 60] and scanning for open ports to discover services and their associ-
ated vulnerabilities [61]. There are two main types of disclosures that can happen
in cloud system: internal and external. An internal disclosure is when an employee
or administrator inadvertently makes private information public. This could happen
from lack of shredding, carelessness, mistakes, or not understanding the sensitivity
of information. An external information disclosure attack is aimed at acquiring sys-
tem specific information about a provider, including software distribution, version
numbers, and patch levels. The acquired information might also contain the loca-
tion of backup files or temporary files. To prevent disclosure of information attacks,
methods such as encryption and third-party authentication are used.

4.1.5 Denial of service

A denial-of-service attack is a security event that happens when an attacker prevents
legitimate users from accessing particular services or resources. In other words,
valid users are denied from the service due to malicious activities caused by cyber
attacks. DoS and DDoS attacks often use the vulnerability of how network proto-
cols handle network traffic by transferring large numbers of packets to a vulnerable
network service from different Internet Protocol (IP) addresses to overwhelm the
service to deny legitimate users from accessing services or resources. To prevent
this kind of attack, various precautionary actions can be taken. Using multiple data
centers in different countries with a good load balancing system to distribute traffic
between them is a reasonable action to prevent DDoS attacks. Further action can
also be taken considering network firewalls and more specialized web application
firewalls. It is undeniable that software protection against DDoS attacks plays an
important role in the prevention of this kind of attack. These software protection
methods are able to monitor a number of incomplete connections that exist and
flushing them when the number reaches a configurable threshold value [62, 63].

4.1.6 Elevation of privilege

In this type of threat, an unprivileged user gains privileged access and thereby has
sufficient access to compromise or destroy the entire system. Elevation of privilege
threats includes those situations in which an attacker has effectively penetrated all
system defenses and become part of the trusted system itself, a dangerous situation
indeed. Vulnerabilities in the system can be exploited by attackers to bypass the sys-
tem authentication, and various attack types can be used to exploit those vulnerabili-
ties. One of the most common tactics an attacker could use to escalate privileges in
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cloud environments is abuse overly permissive identity and access policies for cloud
users and services. These techniques involve policy creation and manipulation, pro-
file changes, the ability to pass roles that may be in use and more [64]. To prevent
privilege escalation in the cloud, organizations can take a number of steps to help
prevent escalation of privilege attacks against their cloud environments. First, track
any vulnerability announcements from providers that may require an emergency
patch to prevent exploitation of flaws that could elevate privileges for attackers and
insiders. This should fall under the helm of vulnerability management programs
already in place. Next, perform regular audits of any policies and roles defined
within the cloud service environments by considering a penetration testing tool that
can be run against the considered environment to find out if any policy settings may
enable privilege escalation. Scanning tools from third-party providers can also be
used to scan cloud configurations for security issues. Finally, scan the environment
for exposed APIs using traditional network scanners and security query tools and
monitor cloud environments for suspicious network traffic or user activities.

Figure 5 illustrates the mappings of threats, attacks, and cloud components
in order to trace the existing vulnerabilities of the cloud components that provide
opportunity attacks. In addition, this figure categorizes threats based on the STRIDE
threat model and also categorizes attacks based on the OWASP attack classification.

STRIDE is an acronym that stands for six categories of security threat. Table 6
indicates that each category of threat aims to address one aspect of security. In
fact, threat modeling is a process by which potential threats, such as structural

Cloud Components

- Virtual Machine
- Web Server

- Operating System
- Application

- Data sources

Ll

Threats Attacks
- Spoofing - Abuse Functionality
- Tampering - Data Structure Attack
- Repudiation - Embedded Malicious Code
- Information Disclosure - Exploitation of Authentication
- Denial of Service - Injection
- Elevation of Privilege - Path Traversal Attack

- Probabilistic Techniques

- Protocol Manipulation

- Resource Depletion

- Resource Manipulation
- Sniffing Attack

- Spoofing

Fig.5 Classification of cloud component, threat, and attack
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vulnerabilities, can be identified, enumerated, and prioritized—all from a hypotheti-
cal attacker’s point of view. The purpose of threat modeling is to provide defenders
with a systematic analysis of the probable attacker’s profile, the most likely attack
vectors, and the assets most desired by an attacker [65].

4.2 Cloud computing threats and risks

The Global Threat Report is an annual study published by the companies. This type
of report helps shine a light on current challenges and provides a useful roadmap for
your cloud security future. According Symantec’s inaugural Cloud Security Threat
Report (CSTR) 2019 [66], new forms of cross-cloud attacks are on the rise even as
malware and DDOS attacks. The report indicates that cloud malware injection is
ranked second among cloud threats after data breaches. With more workloads shift-
ing to TaaS and Paa8, it becomes critical to take a consistent approach to discover-
ing, monitoring, and remediating service misconfigurations, malware, and inappro-
priate access and privileges. In a lot of recent studies, great importance has been
given to threats such as data breaches, hacked interface and application program
interfaces, exploited system vulnerabilities, account hijacking, malicious insiders,
denial-of-service (DOS) attacks [67, 68].

4.2.1 Data breaches

The risk of a data breach is a top concern for cloud customers. In fact, a data breach
means releasing, viewing, stealing, or using protected or confidential information
like personal information such as credit card numbers, Social Security numbers for
any purpose which was not authorized to do. Unfortunately, there is not just one
control way to prevent data breaches. The most reasonable means for preventing
data breaches involve common sense security practices. This includes well-known
security basics, such as conducting ongoing vulnerability and penetration testing,
applying for proven malware protection, using strong passwords and consistently
applying the necessary software patches on all systems. Furthermore, in the event
of a successful intrusion into the environment, encryption will prevent threat actors
from accessing the actual data [69].

4.2.2 Hacked interface and application program interfaces

Application programming interface (API) also known as a user interface is the
way that provides access to the service. It is a program that you can operate from a
remote location. This interface provides key security that can be exploited because
some API’s give access to the cloud customer’s system and also every system has
specific vulnerabilities. For this reason, staying up to date with the latest patches for
software services is important. The difficulty is that this is all going on behind the
scenes [70]. The client may have been hacked and even may not know it, yet identify
what information was compromised, and the weak point in the cloud system that
allowed for the breach, is a crucial part of keeping a competitive edge in the world
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today. A lot of the prevention can seem vague or unnecessary to keep data safe, but
it is vital to understand security and cloud providers.

4.2.3 Account hijacking

Cloud account hijacking is a process of stealing or hijacking a cloud account by an
attacker. Cloud account hijacking is a common tactic in identity theft schemes in
which the attacker uses the stolen account information to carry out the malicious or
unauthorized activity. In fact, when cloud account hijacking occurs, an attacker typi-
cally uses stolen credentials to impersonate the account owner. Using stolen creden-
tials, attackers may gain access to critical areas of cloud computing services, com-
promising the confidentiality, integrity, and availability of those services. There are
a lot of effective steps that are able to keep data secure on the cloud such as require
multi-factor authentication and data security platforms. It is clear that several tools
exist that require users to enter static passwords as well as dynamic one-time pass-
words, which can be delivered via SMS or other schemes. For bolstered data theft
protection, companies should choose security platforms that extend to the cloud and
mobile. These types of data security platforms should include cloud security capa-
bilities such as end-to-end encryption, application control, continuous data monitor-
ing, and the ability to control or block risky data activity based on behavioral and
contextual factors involving the user, event, and data access type. This data-aware
and comprehensive approach enables organizations to manage cloud security risks
[41].

4.2.4 Malicious insiders

A malicious insider is a current or former employee or any business partner that has
or had authorized access to information system creates a threat if he or she inten-
tionally misused that access to negatively impact the security and privacy aspects of
the information system. Malicious insider is a person that gains access to an organi-
zation’s network, system, or data and releases this information without permission
by the organization. There are many reasons an insider can be or become malicious
including revenge, coercion, ideology, ego, or seeking financial gain through intel-
lectual property theft or espionage. Protecting against malicious insiders will depend
on organizations, systems, culture and business processes, and how well this is com-
municated and understood by staff [71]. A malicious insider’s system access and
knowledge of business processes can make them hard to detect. But practices can be
put in place to reduce the risk of a malicious insider in organizations such as con-
trolling removable storage, controlling outbound emails and files, requiring strong
passwords, and using multi-factor authentication, access controls, etc.

4.2.5 Distributed denial-of-service attacks
DDoS attacks are able to make significant risks to cloud customers and providers,

including reputational damage and exposure of customer data. DDoS stands for
distributed denial of service which refers to the deployment of large numbers of
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Internet bots, anywhere from hundreds to hundreds of thousands. These bots are
designed to attack a single server, network, or application with an overwhelming
number of requests, packets, or messages, thereby denying service to legitimate
users such as employees or customers [51, 72]. To prevent this type of attack, the
provider needs a battle plan, as well as reliable DDoS prevention and mitigation
solutions. In fact, the provider needs an integrated security strategy that protects
all infrastructure levels. Integrated security strategies such as develop a denial-
of-service response plan, secure network infrastructure, and maintain strong net-
work architecture. Threat detection is one of the most efficient ways to prevent
the attack. Denial of service can come in multiple forms, and it is critical to rec-
ognize its visual indication. Any dramatic slowdown in network performance or
an increase in the number of spam emails can be a sign of an intrusion. These
should be addressed as soon as they are noticed, even if deviations do not look
that important at first. Businesses also need to understand their equipment’s capa-
bilities to identify both network-layer and application-layer attacks with ISP, data
center, or security vendor to get advanced protection resources.

4.3 Attackin the cloud

It is undeniable that cloud computing aims to provide great deals of computing
resources over the Internet. While cloud computing models are full of advan-
tages, this valuable phenomenon susceptible to both inside and outside attacks.
For this reason, cloud developers improve their knowledge about key vulnerabili-
ties, the most common types of attacks and security measures in the cloud. Due
to a noticeable relationship between threats and attacks, this survey presents a
top-down categorization of attack based on the OWASP regarding attack charac-
teristics. In the following, each attack described in detail.

4.3.1 Abuse functionality

Abuse of Functionality is an attack method using the own features and functional-
ity of any aspect of computing to attack itself or others. For example, one infra-
structure that provides services in the cloud environment without the authentica-
tion method might allow any users (including the attacker or real user) to utilize
the cloud computing resources to launch malicious attacks. In fact, the abuse of
an application’s intended functionality to perform an undesirable outcome called
abuse of functionality. These attacks have various types of results such as con-
suming resources, circumventing access controls, or leaking information. In addi-
tion, most of the time the abuse of functionality attacks uses a combination of
other types of attacks such as denial-of-service attacks, protocol exploitation,
application flaws, stealing or modifying VM configuration and launching a mali-
cious VM [73, 74].
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4.3.2 Data structure attack

Data structure attacks exploit characteristics of the system by exploiting the existing
vulnerabilities in data structures related to the process of system management. In
addition, attackers are able to access the system data directly and encourage a viola-
tion of normal usage by running the attacks like reference manipulation, attacking
shared memory and buffer overflow attacks. In fact, one of the common software
coding mistakes that provide an opportunity for an attacker to obtain access to the
system is a buffer overflow. To effectively alleviate buffer overflow vulnerabilities, it
is vital to understand buffer overflows, their possible dangers and other techniques
used to successfully exploit these vulnerabilities [75, 76].

4.3.3 Embedded malicious code

Each application might contain code that becomes malicious. In fact, the malicious
code may subvert the security of the application in a noticeable way. There are vari-
ous types of attacks that directly manipulate the system with malicious code includ-
ing Trojan horse, trapdoor, timebomb, and logic bomb. It is always possible for a
developer to insert malicious code with the intent to subvert the security of an appli-
cation at the present time or in the future [77]. In addition, one embedded mali-
cious code will not be executed until the user executes the application with the mali-
cious code [78]. In today’s world, cloud computing is interacting with its users using
applications based on frameworks and programming languages that suffer from sig-
nificant vulnerabilities. For this reason, cloud computing witnessed the attacks that
cause VMs to escape where the attacker can access and manipulate the VM and
another component of the cloud.

4.3.4 Exploitation of authentication

It is undeniable that system identification and authentication mechanisms have to
deal with vulnerabilities to prevent exposing sensitive data. Moreover, these types
of attacks exposed administration and management interfaces, redundant user pro-
files, and improper authentication and authorization can allow attackers to exploit
backdoor vulnerabilities [79]. Due to the fact that in many of today’s cloud comput-
ing applications, web-based applications are commonplace among developer com-
panies. In addition, web-based applications are prime candidates for authentication
brute force attempts.

4.3.5 Injection

Attackers can inject code or query into a program, or by injecting one or multiple
malware onto a computer in order to modify a database. A code injection attack
appears in different forms relying on the execution context of the application and
the location of the programming flaw that leads to the attack [80]. This type of
attack plays a noticeable role in system hacking or cracking, unauthorized access
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to a system in order to gain information. Moreover, the most widespread injection
attacks among the other injection attacks are SQL injection and cross-site scripting
(XSS).

4.3.6 Path traversal attack

The main object of path traversal attack is access files and directories that are stored
outside the web-root folder. This attack accesses arbitrary files and directories stored
on the file system by manipulating variables that reference files with “dot-dot-slash”
sequences. In addition, this type of attacks tends to access critical system files
including application source code or configuration [81, 82]. However, path traversal
attack provides unauthorized access through shared folders to manipulate cloud set-
tings such as allowing VM escape.

4.3.7 Probabilistic techniques

Probabilistic techniques refer to probability-based attacks. This kind of attack con-
siders a probability that the attack would be successful, where other attack catego-
ries would either succeed or fail regarding reasonable reason. In fact, the attacker is
able to exploit weak cryptographic systems by using different statistical and analyti-
cal approaches [83]. There various types of probability-based attacks such as attacks
include bruteforce attack, side-channel attack, man in the middle attack, and mis-
configuration of the client-side validation to bypass authentication.

4.3.8 Protocol manipulation

That network protocols are able to be vulnerable to well-known attacks such as
attacks include denial of service, exploiting application communication flaws and
modifying the contents of the XML information passed among the users and the
servers to discover the security of the target [84]. In fact, incorrect implementation
relating to the protocols leads to this type of attack by sending malformed messages
exploiting bugs in protocol implementations, and adversaries can crash or hijack
victims.

4.3.9 Resource depletion

Resource depletion attack is the attack that uses a compromised node involving in
generating more network traffic which consumes the energy of the nodes. In fact,
resource depletion attacks at the routing protocol layer, trying to disable networks by
exhausting the energy of the nodes. Attackers are able to exhaust any computational
resources like cloud resources, such as network bandwidth, memory, and other com-
puting capabilities [85]. Due to the fact that the cloud provides scalability to deal
with the workload size, the cloud is still likely to suffer from resource depletion
types of attacks such as volume-based flooding protocol exploitations or exploiting
application communication flaws.
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4.3.10 Resource manipulation

Resource manipulation focuses on the way that manipulates one or more
resources in order to violate the integrity with planned changes in systems like
cloud systems. This type of attack can change the availability of resources includ-
ing files, applications, libraries, infrastructure, and configuration information and
also information integrity [86]. Moreover, attackers are able to break down the
data and resources of the cloud by using parameter tampering. In fact, parameter
tampering is one form of a web-based attack that aims to change certain param-
eters in the web page form field data without user authorization. There are diverse
kinds of resource manipulation attacks such as manipulating a direct object refer-
ence to access unauthorized data and also modifying the XML content informa-
tion between the user to server communication.

4.3.11 Sniffing attacks

Sniffing attacks can capture network traffic using a sniffer. In fact, the sniffer is
an application that aims to capture network transmitted packets across networks.
Moreover, if security mechanisms are misconfigured, this type of attack is able
to collect sensitive data by sniffing network traffic or allowing remotely stored
user data in the cloud environment [87]. Sniffing attacks are divided into pas-
sive sniffing and active sniffing. The passive sniffing captures data communicat-
ing between the two parties, and active sniffing uses tools and techniques to find
information about the system. This kind of attack is able to reveal existing vulner-
abilities and misconfiguration in the system. These attacks aim to obtain sensitive
information on the network by scanning for open ports to find services and any
vulnerabilities associated with these services. In addition, attackers are able to
sniff features, parameters, and profiles in order to bypass normal authentication
in a customer device. However, one of the reasonable methods that lead to good
prevention against a packet sniffer is encryption. Encryption provides security for
private data against malicious intruders by keeping devices safe on the network.

4.3.12 Spoofing

In the area of network security, and in particular cloud security, a spoofing attack
is a set of situations in which a person or program successfully spoofs another
to gain an illegitimate advantage such as spoofing metadata by impersonating a
trusted email sender, DNS spoofing, IP spoofing, and phishing [88, 89]. In addi-
tion, DDoS attacks often employ spoofing in order to overwhelm a target with
traffic while masking the identity of the malicious source, preventing mitigation
efforts. However, this attack is able to conduct “cross-site request forgery” by
forcing “the user’s browser” to transmit an unauthorized command, such as forged
HTTP request, forcing the user to execute malicious actions on a web application.
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5 Cloud security issues in the future

Cloud computing is an emerging paradigm that involves all the basic components
of computing such as end-user machines, communication networks, access man-
agement systems, and cloud infrastructures. In addition, with the emergence of
new phenomena such as the 5G Internet, Internet of Things (IoT), and smart cit-
ies, the role of cloud computing will be more vital for processing and storing
more information than ever before. The heterogeneity of the modern enterprise
environment has added a broader set of vulnerabilities and security concerns. In
recent years, organizations in the dark about how much and where data and work-
loads reside, making it harder to identify and mitigate mounting security risks.
Without a clear picture into the cloud infrastructure, security organizations are
grappling with issues from data duplication to the inability to identify threats in a
timely manner, with a loss of control over data access and the protection to meet
regulatory compliance. To achieve comprehensive cloud security, the data and
cloud infrastructure must be protected against known/unknown attacks across all
cloud components. There are several research gives her effort to solve the security
problems in a cloud environment. But, still there are many open issues are present
that is needed to be solved for providing a secure cloud infrastructure. The secu-
rity issues related to cloud communication, network, data privacy, application,
and web services are some traditional issues that are present at the beginning of
cloud computing. Security issues that emerge due to multi-tenancy, virtualiza-
tion, and shared pool resources are innovative security issues. In a cloud comput-
ing environment, several services and resources are available, but security level
of the resources depends upon the sensitivity and value level of the resource. The
privacy of the computation is open issue in cloud computing. In the storage, most
of the data are in an encrypted form. But, in the storage all the operations are
not performed over the encrypted data. Most of the operations required plain text
data during computation. The memory assigned to the within or outside processor
used for storing temporary data may be the target of attack. Therefore, research
endeavors in this respect to find a broad solution that provides privacy during
computation time. The cloud computing also needs a security solution against
insider threat. Many solutions are available and still applicable to the cloud. But,
the available solutions are not sufficient to solve the insider threat. In these phe-
nomena, identification of the insider attack in cloud computing is an open area of
research. In this scenario, an indicator is developed that helps to find the insider
attacks. This indicator will increase the potential of securing the cloud system.
Similarly, another open issue, to identify who is the normal user and who is the
malicious user, still has a problem in a cloud environment. A growing number of
security platforms have incorporated Al and machine learning to automate tasks
and bring a higher level of intelligence to identify insider or outsider attack. This
includes user behavior analytics, used to identify potential security risks by estab-
lishing a usage baseline over time to identify abnormal cloud activity. Too many
companies are not acknowledging the perception gap in cloud security and are
vastly underestimating today’s threats, leaving themselves vulnerable to cloud
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account compromises and data exposures that pose substantial reputational and
financial risk. Investment in cloud cyber security platforms that leverage auto-
mation and Al to supplement limited human resources is a clear way to auto-
mate defenses and enforce data governance principles. Automating the compila-
tion and modeling of existing network data using behavioral analytics not only
helps organizations more readily identify and classify potential threats, and it also
makes them more efficient.

6 Conclusion

Cloud services are now a vital part of corporate life, bringing a momentous oppor-
tunity to accelerate business through their ability to quickly scale, allowing us to
be agile with our resources, and providing new opportunities for collaboration. In
fact, cloud brings many benefits to companies, organizations, and even countries.
Despite bringing several advantages, the cloud still is vulnerable to many security
challenges. This is why, security is the major challenge in the adoption of the cloud.
The customer and vendors are well aware of security threats. In other words, the
main purpose of the current study is to present all possible security challenges in
the cloud computing environment and provide appropriate solution to resolve these
issues. In fact, this research attempted to show various security challenges, vulner-
abilities, attacks, and threats that hamper the adoption of cloud computing. Our
paper provided a survey on cloud security issues and challenges that arise from the
unique characteristics of the cloud. A generalized view of these issues has been pre-
sented here to enhance the importance of understanding the security flaws of the
cloud computing framework and devising suitable countermeasures for them. From
this line of research, we propose a review of recent security frameworks in terms of
reducing vulnerabilities in order to prevent possible attacks. Throughout the article,
we present a series of documented policies, procedures, and processes that define
the secure management way in the cloud environment in order to reduce risk and
vulnerability and increase confidence in an ever-connected world. These issues
encompass the security of data and services on cloud platforms. We categorize secu-
rity challenges and perform a comparative analysis of security issues and the coun-
termeasures suggested to cope with these issues.
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